Small Business Security Hygiene Checklist
General Protection
· All devices use strong, unique passwords
· Password manager installed and in use
· Multi-factor authentication (MFA) enabled where possible
· Operating systems and software set to auto-update
· Antivirus/anti-malware software installed and updated
Data & Backup
· Business data backed up at least daily (automated if possible)
· Backups are stored securely (cloud or encrypted external drives)
· Restore process has been tested in the last 6 months
User Management
· Employee accounts have only the access they need (least privilege)
· Admin accounts are separate from daily-use accounts
· Former employee accounts are disabled immediately upon departure
Training & Awareness
· All employees trained on phishing and cyber threats (quarterly or semi-annually)
· Employees know how to report suspicious emails or behavior
Network & Email Security
· Wi-Fi networks use strong encryption (WPA2/WPA3)
· Guest and business networks are separated
· Spam and phishing filters active on email accounts
Incident Readiness
· A written incident response plan is in place
· Staff know who to contact in case of an issue
· Cyber insurance (if applicable) details are up to date
