
 1. Recognize & Report Immediately
If you suspect a BEC attempt:
• Do NOT reply, click links, or open attachments.
• Do NOT process any requested payment or banking changes.
• Report to IT / Security immediately.
• Notify your manager and Finance if payment-related. 

Suspicious examples: unusual tone, urgent requests, domain mismatches, vendor 
bank change requests.

 2. Containment & Investigation (IT / Security)
• Isolate mailbox and reset password.
• Remove forwarding rules; enforce MFA.
• Retrieve headers and message logs.
• Check for other targeted recipients.
• Preserve all evidence and notify Legal and Finance.

 3. Financial Response (Finance)
If funds were sent:
• Contact your bank’s fraud team immediately.
• Request SWIFT recall or Fraud Hold.
• Gather transaction details and timestamps.
• Contact receiving bank for freeze/recovery.

 4. Law Enforcement & External Reporting
• Report urgently to IC3.gov.
• Notify local law enforcement.
• Contact cyber insurance and external counsel if applicable.

 5. Eradication & Recovery
• Remove malicious rules/files.
• Enforce MFA and password resets.
• Review vendor / payment verification processes.
• Communicate awareness internally.

 6. Post-Incident Review
Within 24–48 hours:
• Identify control failures.
• Update training and processes.
• Share lessons learned with leadership.
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Function Contact Backup Notes
IT / Security email address name Lead investigator
Finance email address name Payment recovery
Legal email address name Law enforcement liaison

abilita.com (888) 836-4968At Abilita, we make it our priority to find the best solutions and 
cost-saving benefits to meet the unique needs of all our clients.
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